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NOTES & COMMENTS
LIFE, LIBERTY, AND THE PURSUIT OF ENTERTAINMENT?
This comment focuses on the case Arizona ex rel Goddard v. Harkins Amusement Enterprises and uses it to explore whether the Americans with Disabilities Act (“ADA”) is being distorted and misused if theater owners are required to install and provide equipment so as to fully accommodate hearing- and vision impaired customers. The comment begins by outlining the ADA using case examples and detailing the analytical framework courts use to evaluate claims asserted under the Act. It then discusses the accommodations the motion picture industry currently provides disabled patrons, and, after evaluating these existing accommodations, outlines the financial and technical effect full compliance under the ADA would have on the motion picture industry. Lastly, the article suggests possible action for courts and the public to take in order to balance the interests of disabled Americans and the motion picture industry, ultimately concluding that full compliance under the ADA would place an undue burden on the motion picture industry.
I. INTRODUCTION
In 2000, famed actor and director Clint Eastwood made headlines when he took a politically incorrect stance: he litigated a case against a disabled woman who claimed that under the Americans with Disabilities Act (“ADA”) his Mission Ranch resort was not wheelchair-accessible.1 “‘If you’re right, you’ve got to hold your ground,’ Eastwood said. ‘I also fought for the businessmen and businesswomen who own small businesses who are trying to get by and they get worked over by those people.’”2
The plaintiffs in the case were Diane and Michael zum Brunnen, visitors of Mr. Eastwood’s resort in Carmel, California.3 At that time, the resort had two wheelchair-accessible bathrooms, a wheelchair-accessible suite, and a handicap-accessible parking space.4 The plaintiffs claimed that the bathrooms were 240 feet from the Mission Ranch Restaurant without signs directing the way, the suite was too expensive, the hotel office was not wheelchair accessible, and the parking space was not properly marked.5 To make up for these inadequacies, the zum Brunnens’ attorneys demanded a $577,000 settlement from Eastwood.6 Rather than pay up, though, Eastwood fought the claim.7 Besides showing up daily in federal court, he testified before a Congressional committee in May 2000, urging lawmakers to stop frivolous lawsuits by amending the ADA to require that plaintiffs notify business owners of access problems and give them ninety days to make improvements before filing suit.8
Criticism against Eastwood was scathing.9 The vast majority of ADA cases are settled out of court where business owners often pay cash to plaintiffs while quietly making the disabled access improvements to their businesses.10 Sid Wolinsky, the director of litigation services for Disability Rights Advocates in Oakland, scoffed, “‘[H]e’s being Mr. Clint Eastwood “make my day” Mr. Tough Guy . . . . It’s ridiculous for him to say he didn’t know what needed to be done’ to eliminate physical barriers for the disabled . . . . ‘I can’t think of an area that is more clear-cut.’”11 Unintentionally, however, Mr. Wolinsky hit upon the crux of the problem with the ADA. There is nothing clear-cut about ADA requirements, as evidenced by the current debate rocking the motion picture industry: movie theater access for vision- and hearing-impaired patrons.12
In 2005, two disabled Arizonans filed complaints that would dramatically change the movie theater industry.13 Frederick Lindstrom and Larry Wanger lodged their complaints against Harkins Amusement Enterprises (“Harkins”), a movie theater chain with over eighty percent of its theaters located in Arizona.14 Each plaintiff separately attempted to attend a movie at a Harkins movie theater location.15 However, Harkins was unable to accommodate them because of their disabilities, leading each patron to file a complaint of public accommodation discrimination with Arizona’s Civil Rights Division.16
The State of Arizona sued Harkins in 2008, and theater patrons Lindstrom and Wanger intervened as plaintiffs.17 Harkins removed the case to federal court, which granted its motion to dismiss.18 The State and the two patrons then appealed to the Ninth Circuit Court of Appeals.19 That court reversed the motion to dismiss, holding that as a matter of law, the suit fell under the purview of the ADA.20 In addressing the issue of what specific technology theaters might be required to have, the Ninth Circuit ruled “open captioning is not mandated by the ADA as a matter of law.”21 However, the Court left open whether theaters are required by law to provide closed captioning and descriptive narration.22
In a press release posted to his website, Arizona Attorney General Terry Goddard announced the Ninth Circuit’s “[g]roundbreaking [r]eversal in [the] [m]ovie [t]heater [d]isability [c]ase.”23 In the release, he stated, “[t]his is a groundbreaking legal decision because it is the first time that a Circuit Court of Appeals has ruled on whether the Americans with Disabilities Act requires captions or descriptions in movie theaters.”24 Goddard then expressed his appreciation, stating,
We are gratified that the Ninth Circuit rejected Harkins’ argument that the ADA . . . require[s] only that individuals with disabilities gain entrance to the theater, but not access to the soundtrack or key visual features of the films shown . . . . This decision makes it clear that the ADA is about more than physical access to a public accommodation—it is also about ensuring access to the services that the public accommodation provides.25
Due in large part to Arizona ex rel. Goddard v. Harkins Amusement Enterprises, movie theater access for the disabled is currently garnering a great deal of attention. The Department of Justice (“DOJ”) recently announced that it
is considering revising its regulation implementing Title III of the Americans with Disabilities Act in order to establish requirements for making the goods, services, facilities, privileges, accommodations, or advantages offered by movie theater owners or operators at movie theaters accessible to individuals who are deaf . . . or who are blind . . . by screening movies with closed captioning or video description.26
In a notice handed down to the motion picture industry, the DOJ provided “advance notice” and sought comments on the issue.27 A variety of blogs discuss the need for closed captioning and descriptive narration.28 Some even dispense tax advice, informing small businesses of tax cuts available to them should they decide to embrace closed captioning.29 In Alameda County, California, a class action lawsuit has been filed against movie theater giant Cinemark, alleging the theater chain discriminates against the deaf by not providing captioned movies.30 The issue is officially ripe, and the time has come to reach a consensus that takes into account the interest of the motion picture industry and its disabled patrons.
American theaters are now facing a complicated issue: should theater owners be required to install and provide equipment in order to fully accommodate their hearing and visually impaired customers under the ADA? Regulations promulgated under the ADA are failing to balance the competing interests of disabled Americans with those who provide entertainment facilities to the public. At some point a line must be drawn. As the First Circuit pointed out in United States v. Hoyt Cinemas Corp., “[t]he ADA places substantial emphasis on equality of access. As a matter of common sense, this cannot be absolute equality; a tilt-back chair for ordinary patrons does not therefore entail a tilt-back platform for a wheelchair.”31 Recent trends tilting the balance in favor of the disabled are imposing prohibitive burdens on private enterprise,32 and Arizona ex rel. Goddard v. Harkins Amusement Enterprises presents the Ninth Circuit with the perfect opportunity to bring equity back to regulations under the ADA.33
The purpose of this paper is to discuss whether the ADA is being distorted and misused. Part II of this article outlines the ADA and, using case examples, discusses the analytical framework courts use to evaluate claims asserted under the Act. The paper also provides specific examples of the ways in which the motion picture industry has made allowances for its disabled patrons. Part III of this article discusses the current implications of the ADA and its effect on the motion picture industry, specifically focusing on the financial impact ADA compliance would have on the industry. Lastly, Part IV suggests possible action for courts and the public to take in attempting to balance the interests of disabled Americans and the motion picture industry.
II. LEGAL BACKGROUND
A. The Americans with Disabilities Act
In 1990 Congress passed the Americans with Disabilities Act (“ADA”) based on congressional findings about the status of disabled Americans.34 Congress declared that, “physical or mental disabilities in no way diminish a person’s right to fully participate in all aspects of society, yet many people with physical or mental disabilities have been precluded from doing so because of discrimination.”35 Finding that discrimination against disabled individuals exists in a wide variety of “critical areas,”36 Congress stated, “individuals with disabilities continually encounter various forms of discrimination, including . . . the discriminatory effects of architectural . . . [and] communication barriers . . . [and] failure to make modifications to existing facilities and practices.”37 Thus, the Act placed the federal government in the role of enforcer by invoking the “sweep of congressional authority” in an effort “to provide a clear and comprehensive national mandate for the elimination of discrimination against individuals with disabilities,” and sought “to provide clear, strong, consistent, enforceable standards addressing discrimination against individuals with disabilities.”38
Title III of the ADA outlaws discrimination by public accommodations, stating that discrimination includes
a failure to take such steps as may be necessary to ensure that no individual with a disability is excluded, denied services, segregated or otherwise treated differently than other individuals because of the absence of auxiliary aids and services, unless the entity can demonstrate that taking such steps would fundamentally alter the nature of the good, service, facility, privilege, advantage, or accommodation being offered or would result in an undue burden.39
To prevail on a discrimination claim under Title III, the plaintiff must establish a prima facie case that: “(1) [the plaintiff is] disabled within the meaning of the ADA; (2) the defendant is a private entity that owns, leases, or operates a place of public accommodation; and (3) the plaintiff was denied public accommodations by the defendant because of his [or her] disability.”40
There is an analytical framework for any party making a claim of discrimination under the ADA. First, the plaintiff must prove that a modification was requested, and that such modification is reasonable.41 To meet this burden, the plaintiff must introduce “evidence that the requested modification is reasonable in the general sense.”42 The burden then shifts to the defendant who will be expected to produce evidence that the requested modification is unreasonable.43 If the court finds that the plaintiff has met his or her burden, the defendant must then make the requested modification, unless the defendant can meet the additional burden of proving that the modification would either constitute an undue burden or that it would fundamentally alter the nature of the public accommodation.44 Although the term “undue burden” is not specifically defined in the statute, the Department of Justice (“DOJ”) suggests that the term be interpreted in the same way as the “undue hardship” standard.45 Used in the employment provisions of the ADA, “undue hardship” is defined as a “significant difficulty or expense.”46
The case Coleman v. Zatechka illustrates the protections of the ADA.47 In Coleman, a handicapped student with cerebral palsy was admitted to the University of Nebraska, Lincoln, in 1991.48 Due to the paresis in both her legs, she required the services of a personal attendant to assist her with such tasks as dressing, showering, and toileting.49 The summer before Coleman began her schooling, she submitted a housing contract application to secure dormitory housing.50 However, rather than submit her name to the general lottery to be randomly assigned a roommate, the University automatically assigned her to a room without a roommate.51 Coleman later learned that the University’s policy was not to assign roommates to students who required a personal attendant.52 In the ensuing lawsuit, the University repeatedly stated that it would “not require another student to be [Coleman’s] roommate.”53
First, Coleman successfully established a prima facie case: 1) she, the plaintiff, was disabled within the meaning of the ADA because cerebral palsy is recognized as a disability under the Act;54 2) the University of Nebraska, the defendant, is a private entity operating a place of public accommodation, as the Nebraska Legislature established the school as a state institution;55 and 3) she was denied public accommodations when the school prevented her from living in a residence hall with a roommate because she had cerebral palsy.56
The court ruled that the school’s conduct was unacceptable, stating that “[t]he ADA’s Findings and Purposes illustrate that Congress, in enacting the statute, aimed to bring people with disabilities into society’s mainstream, to cause the kinds of interaction which might facilitate recognition of the true equality of human worth as between individuals—regardless of disabilities.”57 As implemented, the University’s policy unnecessarily separated students with disabilities from those without disabilities, striking at the essence of the ADA by specifically violating the statute’s stated purpose: “to provide a clear and comprehensive national mandate for the elimination of discrimination against individuals with disabilities.”58 In essence, the court used the Act to ensure that Coleman had the same opportunity as her peers—that is, to live in her university’s dormitory housing with a roommate.59 This case perfectly illustrates how the findings and purposes of the ADA are applied.
In Tennessee v. Lane, the Supreme Court upheld a more controversial application of the ADA.60 In an opinion authored by Justice Stevens, the Court staunchly supported the goals of the ADA by upholding it in the face of an Eleventh Amendment challenge.61 George Lane and Beverly Jones, two paraplegics, filed suit in 1998 against the state of Tennessee, alleging that they were denied access to the state court system by reason of their disabilities.62 Lane alleged that he was compelled to appear in court to answer to criminal charges, but upon attempting to access the second floor of the courthouse, he found that there was no elevator and was forced to crawl up two flights of stairs to enter the courtroom.63 On a second visit to the courthouse, he refused to crawl or be carried and was consequently arrested and jailed for failure to appear.64 Jones, a certified court reporter, alleged that she had been unable to gain access to a number of Tennessee state courthouses, and had therefore lost work and the opportunity to participate in the judicial process.65 Tennessee moved to dismiss the suit on the ground that the Eleventh Amendment barred the claims.66
The Court began by stating,
Congress may abrogate the State’s Eleventh Amendment immunity. To determine whether it has done so in any given case, we “must resolve two predicate questions: first, whether Congress unequivocally expressed its intent to abrogate that immunity; and second, if it did, whether Congress acted pursuant to a valid grant of constitutional authority.”67
According to the Court, the first question was “easily answered” because the ADA specifically states that no state shall be immune under the Eleventh Amendment.68
The Court continued, “Congress can abrogate a State’s sovereign immunity when it does so pursuant to a valid exercise of its power under section 5 of the Fourteenth Amendment.”69 This, as “[it] ha[s] often [been] acknowledged, is a broad power indeed.”70 The Court then commented on the nature of Title II, saying it “seeks to enforce . . . [a] prohibition on irrational disability discrimination . . . [and] a variety of other basic constitutional guarantees . . . like the right of access to the courts at issue in this case, that are protected by the Due Process Clause of the Fourteenth Amendment.”71
In evaluating the constitutionality of Title II, the Court stated that Title II’s validity must be judged against the backdrop of the historical experience it reflects.72 One of the numerous examples the Court provided addressed voting: “Congress enacted Title II against a backdrop of pervasive unequal treatment in the administration of state services and programs, including systematic deprivations of fundamental rights. For example, ‘[a]s of 1979, most States . . . categorically disqualified “idiots” from voting, without regard to individual capacity.’”73
The Court ultimately held that Title II of the ADA constitutes a valid exercise of Congressional authority.74
Tennessee v. Lane continues to be a powerful opinion, not only for the majority’s endorsement of the ADA in the face of an Eleventh Amendment challenge, but also for the dissent’s powerful denunciation of the majority.75 In an opinion authored by Chief Justice Rehnquist, the dissent attacked Congress’ ADA findings.76 Calling the majority’s examples of wrongs dealt to the disabled a “digression,” Rehnquist critically states that the majority’s recounting of “historical discrimination against the disabled through institutionalization laws, restrictions on marriage, voting, and public education, conditions in mental hospitals, and various other forms of unequal treatment in the administration of public programs and services” is “outdated” and “generalized.”77 The dissent then goes on to state that this “unexamined, anecdotal evidence does not suffice,”78 and that “[t]he Court’s attempt to disguise the lack of congressional documentation with a few citations to judicial decisions cannot retroactively provide support for Title II.”79
In conclusion, the dissent explicates that Title II of the ADA suffers from “massive overbreadth,”80 and that
[e]ven if the anecdotal evidence and conclusory statements relied on by the majority could be properly considered, the mere existence of an architecturally “inaccessible” courthouse . . . does not state a constitutional violation. . . . We have never held that a person has a constitutional right to makes his way into a courtroom without any external assistance.81
B. Motion Picture Industry Allowances
Nationwide, theaters have already made allowances for disabled patrons under the ADA.82 The alteration of theater architecture is especially demonstrative of this.83 The Architectural and Transportation Barriers Compliance Board (the “Access Board”) is a congressionally appointed board under the ADA tasked with drafting regulations relating to architectural and transportation barriers for the disabled for the DOJ.84 The regulations are then either adopted or modified by the DOJ, and must at least be “consistent with the minimum guidelines and requirements” that have been drafted by the Access Board.85 In 1991, the Access Board provided the DOJ with accessibility guidelines “that required wheelchair seating to be located to provide lines of sight comparable to those for all viewing areas.”86 The Access Board solicited comments on sightlines at entertainment venues where patrons might frequently stand, such as at sporting events, but did not propose any regulations.87 Ultimately, however, when the DOJ thereafter promulgated Standard 4.33.3, it omitted any reference to the issue of standing spectators.88
The issue of standing spectators did not arise again until 1993 during the DOJ’s investigations into the facilities for the 1996 Olympic Games, to be held in Atlanta, Georgia.89 At that time, the DOJ made the concrete statement that “‘lines of sight comparable to those for members of the general public’ meant ‘line[s] of sight over standing spectators.’”90
As a result of this statement, the Paralyzed Veterans of America filed suit in 1996 against the owners of the MCI Center,91 a venue being constructed in downtown Washington D.C. designed to host football games, basketball games, concerts, and other special events.92 As the Court of Appeals for the District of Columbia stated,
Because the games and events will be exciting affairs and the patrons are expected, even encouraged at times, to stand and cheer for the home teams, wheelchair users are understandably concerned about whether the seats available to them will allow them to see the action during the most dramatic moments.93
Before suit was filed, D.C. Arena ensured, on their own initiative, that sixty percent of the wheelchair seating had sightlines over standing spectators.94 Despite these efforts, the District Court found the plan deficient, stating that the owners needed to provide sightlines over standing areas in seventy-five to eighty-eight percent of the areas where there was disabled seating.95 These numbers, the court deemed, would qualify as “substantial compliance.”96
Both parties appealed. D.C. Arena argued that Standard 4.33.3 did not require any of the wheelchair areas to have such sightlines, and the Paralyzed Veterans of America took the stance that one hundred percent compliance was the only way the owners could avoid violating the ADA.97 The Court of Appeals affirmed the lower court’s ruling, reasoning that one hundred percent compliance could only be achieved by having all wheelchair seating areas separate from the rest of the spectators.98 This result would also violate the ADA, as the Act requires wheelchair seating to be integrated with the seating for the other spectators.99 Therefore, separating disabled seating from the seats of non-disabled patrons “would merely exacerbate wheelchair users’ physical and social isolation from the rest of the audience.”100
The issue of architecture and disabled seating eventually affected the motion picture industry. In 1999, the government filed suit against AMC Entertainment, a nationwide theater chain,101 alleging that AMC violated the ADA by restricting handicapped seating to only the front sections of its stadium-style movie theaters.102 The court found that AMC discriminated against handicapped patrons by not placing accessible seating in areas where lines of sight were comparable to those for members of the general public.103 AMC Entertainment was given five years, beginning January 10, 2006, to implement changes to all future and existing theaters.104 The opinion contained a lengthy list of retrofitting that AMC was required to undertake, listing specific changes for each and every auditorium.105 For example, the Order for Lakes Square 12 in Leesburg, Florida stated “Auditoriums 3, 4, 5, and 6: AMC shall remove two Wheelchair Spaces from the front row of the Traditional Section and relocate them to the last row of this Section adjacent to the two existing Wheelchair and Companion Spaces.”106
However, what the court only implicitly acknowledged was that AMC had already made allowances for the disabled.107 In the subsequent appeal, the court stated that “theaters built in 1995 require the most significant retrofitting, including installing ramps, removing mini-risers and constructing new seats, whereas other newer theaters, having been altered to respond to customer complaints, require less retrofitting.”108 This statement indicates that AMC made efforts to accommodate its disabled patrons without the threat of legal action. As a direct result of theaters making increasing allowances throughout the years, less retrofitting was needed in newer than in older theaters.
After the district court ordered AMC to retrofit all of its theaters, AMC appealed on the ground that it was “not told the rules of building stadium-seating theaters until, at the earliest, the government published its view of Section 4.33.3.”109 Section 4.33.3 of the Code of Federal Regulations states, “[w]heelchair areas shall be an integral part of any fixed seating plan and shall be provided so as to provide people with physical disabilities a choice of admission prices and lines of sight comparable to those for members of the general public.”110 Because this regulation pre-dated the construction and subsequent popularity of stadium-style movie theaters by several years, it was unclear whether stadium-style theaters were required to comport to the same regulation.111 What resulted was inaction by the DOJ, with the Ninth Circuit stating, “the Access Board and the DOJ failed to provide clear direction as to the precise meaning of Section 4.33.3.”112 The Ninth Circuit held that the lower court had abused its discretion and, in doing so, violated AMC’s due process rights by requiring the retrofitting of theaters regardless of their date of construction.113
What is evident from both Paralyzed Veterans of America v. D.C. Arena and United States v. AMC Entertainment, Inc. is that the owners of the entertainment venues did take their disabled patrons into account prior to being subjected to legal action.114 What the patrons found unsatisfactory was that the owners refused to fully comply with their wishes. Accordingly, the patrons proceeded to file suit to force the companies to make greater accommodations than they had originally proposed.115
Theater owners now face the next frontier of disabled accommodations in closed captioning and descriptive narration. In the past several years, courts have handed down conflicting rulings.116 For example, in Ball v. AMC Entertainment, Inc., a Washington, D.C. District Court held that, although the ADA did not explicitly require movie theaters to provide its patrons with closed captioning,117 congressional intent clearly indicated that “the ADA might require new technology be used, as it is developed, to further accommodate disabled individuals.”118 In stark contrast, the court in Cornilles v. Regal Cinemas, Inc. held that Regal Cinemas was not required to accommodate its disabled patrons with closed captioning because “requiring Defendants to expend thousands of dollars per auditorium to install new technology [would be] unduly burdensome.”119 To prevent costly future battles faced by both sides in reaching a consensus about the allowances the motion picture industry must make for its disabled patrons, it is important for the DOJ to act now and make an educated and realistic choice about what its stance on the issue will be.
C. Current Application
After the Ninth Circuit’s holding in Arizona ex rel. Goddard v. Harkins Amusement Enterprises, the Law Office of Lainey Feingold announced that its clients, Fredrick Lindstrom and Larry Wanger, would soon be re-filing their case.120 Lindstrom is a nearly deaf patron who alleges that three specific technologies would aid him in his movie-going experience.121 The first option is open captioning, a system that displays every spoken word of a movie in text that appears at the bottom of the screen.122 This occurs either by engraving text onto each individual frame of a film123 or by using a separate projection system to project captions onto the movie screen.124 Secondly, Lindstrom added that closed captioning, a relatively new technology, would also aid him in his movie-going experience.125 Closed captioning displays captions to viewers through personal devices on an individual basis, so that the only patrons seeing the captions are those who request them.126
Wanger is a nearly blind patron and alleges that only one type of technology, descriptive narration combined with headphones, would allow him to enjoy movies:
Descriptive narration is a way of making visual media more meaningful to people with vision loss. Narrated descriptions provide information about key visual elements such as actions, settings, facial expressions, costumes, on-screen text and scene changes. The descriptions are inserted into pauses in the soundtrack and do not interfere with the dialogue.127
The Harkins court held that movie captioning and audio descriptions are “clearly” auxiliary aides and services that therefore fall under the purview of the ADA.128 However, the DOJ’s Code of Regulations specifically states that theaters are not required to provide open captioning as a matter of law.129 The court, however, left the issue of closed captioning requirements open.130 In arguing against having to provide closed captioning, Harkins relied on interpretations of the ADA contained in the Federal Register, in which the DOJ only showed that the matter was still being debated.131 The court did not find this argument dispositive, declining “to give deference to Access Board guidelines that have not yet been adopted by the DOJ.”132
In holding that the plaintiffs’ claim fell under the purview of the ADA, the Ninth Circuit enabled the plaintiffs to re-file their suit, alleging discrimination under the ADA for Harkins’ failure to provide closed captioning and descriptive narration.133 However, the court did make one very important statement for the defense:
Our holding does not necessarily mean that Plaintiffs will be entitled to closed captioning and descriptive narration in Harkins’s theaters. Harkins may still be able to avail itself of several defenses, such as the contention that the devices would fundamentally alter the nature of its services or constitute an undue burden.134
III. IMPLICATIONS
The Department of Justice (“DOJ”) recently issued a notice of proposed rulemaking in which it seeks to institute regulations that would require all theaters in the United States to accommodate disabled movie theater patrons by providing both closed captioning and descriptive narration.135 As a follow up, the DOJ recently included the topic in the appendix of the proposed rulemaking, stating that the Department “was considering the possibility of requiring public accommodations to exhibit all new movies in captioned format and with video description at every showing.”136 It then asked for public comment, concluding that
rather than issue specific regulatory text at this time, the Department has determined that it should obtain additional information regarding issues raised by commenters . . . supplemental technical information, and updated information regarding the current and future status of the conversion to digital cinema by movie theater owners and operators.137
To this end, the DOJ is planning to engage in rulemaking relating specifically to movie captioning under the Americans with Disabilities Act (“ADA”).138
In analyzing the prima facie case for a discrimination claim under Title III of the ADA, it is clear that the third requirement, in which the defendant denies the plaintiff public accommodations because of his or her disability, is at issue in Arizona ex rel. Goddard v. Harkins Amusement Enterprises.139 Harkins’ best defense would be that the devices would constitute an undue burden.140 Harkins, as well as any theater confronted with such a lawsuit, will be able to show undue burden by demonstrating to the court the exact costs incurred in making their screens compliant.141 Arts Access, an organization whose fundamental goal is to “encourage [individuals with disabilities] to participate fully in the rich cultural and artistic life throughout the state,”142 offers training services to theaters on ADA compliance.143 However, what the website fails to acknowledge is that the costs would be prohibitive.144
A. Digital v. Film Screens
Standardized technology that operates closed captioning and descriptive narration in conjunction with film screens does not exist.145 Therefore, before a theater can accommodate the disabled, it must make the initial step of converting its film screens to digital screens.146 Currently, estimates of the number of cinema screens in the United States that are equipped with digital projectors vary.147 Industry experts state that the number of digital screens is approaching approximately one third of all screens in the U.S.,148 whereas the DOJ claims that approximately 5,000 of 38,794 screens have been converted.149 Regardless of the source of statistics, digital screens are the minority, meaning that most cinema screens in the United States are still equipped with film projectors.150 Further, estimates vary as to how long it will take most theaters, excluding specialty theaters, to be equipped with digital screens.151 For example, according to one commenter who presented findings to the DOJ, it will be approximately ten or more years before all of the screens in the United States are digital.152 On the other hand, industry experts predict that in three to five years, over ninety percent of screens will have converted to digital.153 However, this conversion depends on a variety of factors, including the financial situation of movie theater owners and operators, the state of the economy, and incentives being offered to promote the digital change.154
What is not disputed is the high cost to convert a film screen to a digital screen.155 Conversion estimates, provided by commenters to the DOJ, range from $70,000 to $100,000, which is the cost per screen, not per cinema complex.156 Therefore, a theater complex owner looking to convert his entire complex into one with digital screens would only be able to do so at great expense. The additional costs do not end there; maintenance costs for digital projectors are much higher than those of film projectors, costing $5,000 to $10,000 more per year to maintain, which is approximately five times more than the annual maintenance cost for film projectors.157 Therefore, theaters are not only looking at higher short term costs, they are also looking at permanently higher operating costs.
B. Closed Captioning
Unlike open captioning, which is visible to the entire audience,158 closed captioning makes it possible for exhibitors to provide captions to its patrons on an individual basis.159 There are three main types of closed captioning systems currently being produced.160 The first is called rear window display.161 The rear window captioning system produces a digital, lighted display that is mounted on the back wall of a movie theater.162 Patrons are then given a transparent acrylic panel that can be mounted in the cup holder of a theater seat.163 The panel reflects the captions from the rear window display on the back wall of the theater so that the captions are superimposed either below or on the movie screen, in the typical place one might see subtitles.164 There is no need for special prints or special screenings, as the rear window display is its own functioning machine that works in tandem with a digital projector.165
Ultra Stereo Labs is a manufacturer of the second type of closed captioning system, the Infrared Emitter System (“IR Emitter System”).166 The IR Emitter System is composed of two pieces.167 The first piece is an infrared emitter device, which transmits closed caption text over infrared wavelengths.168 The list price is $1,450 per device.169 The second piece of the system is the infrared receiver, which can come in several forms.170 Two of the most popular forms are a personal infrared receiver display and infrared receiving glasses.171 The personal display is a small box with a light-emitting diode (“LED”) light text display that clips to the armrest of a patron’s seat.172 The cost is $430 per personal display.173 The infrared receiving glasses, which are worn by the patron, also use an LED light display and angled glass to overlay closed caption text on top of the movie image.174
A third type of closed captioning system is produced by Doremi Cinema and is called the CaptiView Closed Captioning System.175 As a preliminary requirement for the system, a theater must employ the Doremi Digital Cinema Server, which has a list price of $18,400.176 Once this preliminary hurdle has been passed, the system has two separate components.177 The first component is a software application that is loaded onto the digital cinema server at a price of $950 per server.178 The software then enables the server to wirelessly transmit closed captions via a WiFi network to individual CaptiView display devices which retail at $525 each.179 The device “consists of a small, OLED display on a bendable support arm” that can be mounted into the cup holder of a theater seat.180 The display is equipped with a privacy visor so that it can be positioned in front of the patron and cause minimal distraction to those seated near that patron.181 A theater with ten screens would first need to purchase ten Doremi digital cinema servers, costing a total of $184,000. Once these servers are purchased, the theater would need to purchase a software package for each of the ten servers at a total cost of $9,500. Lastly, the theater would need to buy enough personal display devices to meet demand at a cost of $525 each. Assuming each theater demands one such device, a single theater complex would be spending a total of $198,750 to outfit its complex with the CaptiView Closed Captioning System.
Moreover, beyond the prohibitive cost, there are major logistical issues that must be addressed before theaters should be required to provide disabled patrons with closed captioning. Currently, there are no standards in place that regulate or make uniform the interaction of closed captioning equipment and digital theater equipment.182 When a digital movie is delivered to a theater, it is loaded onto a playback server.183 Because there are multiple manufacturers of both playback servers and closed captioning systems, standards are necessary to dictate how a playback server communicates with a closed captioning device.184 Additionally, movie distributors have not been provided with delivery standards.185 On its website, Ultra Stereo Lab describes its IR Emitter System as a system that “complies with DCI and SMPTE draft standards.”186 As illuminated by the use of the word “draft,” there are currently no official standards, and as a result, distributors are currently limping along by using subtitling standards.187 Therefore, the multitude of logistical issues resulting from a lack of concrete standards makes it highly impractical for theaters to provide closed captioning.
C. Descriptive Narration
Disabled rights advocates claim that unlike closed captioning, descriptive narration does not require a digital theater system.188 However, what these advocates fail to note is that there is currently no technology that could enable descriptive narration to run with a film projection system.189 It is, therefore, more costly for a theater with a film projector to broadcast descriptive narration than it is for a digital theater.190 Like closed captioning systems, the cost of descriptive narration systems for digital theater owners is often high. Descriptive narration can be achieved in one of two ways.191 The first way would be to install chairs equipped with audio jacks in theaters.192 This solution would enable a patron to plug a headset into the outlet and listen to the descriptive narration of the movie. However, this solution would likely be extremely costly.193 If disabled patrons could sit anywhere in the theater, theater owners would be required to wire every single seat and purchase more expensive seats equipped with audio jacks for the entire theater.194
The second alternative is much more cost-effective. This method provides wireless headphones to each patron upon request and allows patrons to tune into the descriptive narration using a variety of possible methods.195 One method would be for the patron to tune in to a specific FM channel through which the descriptive narration soundtrack is broadcast.196 Another method could be utilized via a WiFi or Bluetooth network provided by the theater for the specific purpose of transmitting the narration.197 Lastly, headphones are available through Ultra Stereo Systems for $80, which work with the same infrared emitter device that transmits closed caption text over infrared wavelengths (list price $1,450 per device).198 The cost to equip a one hundred-seat movie theater with the system made by Ultra Stereo Systems would be $9,450. Equipping a ten-screen movie theater complex with the system would therefore cost $94,500.
Although descriptive narration is less costly than closed captioning, it is potentially fraught with regulatory problems, since wirelessly transmitting descriptive narration will likely raise a variety of piracy issues. For example, an individual outside of a theater could tune into the radio channel broadcasting the descriptive narration and obtain a high quality soundtrack of a recently released movie.199 In addition, the FCC would have to monitor what channels theaters could use; these channels are in-demand commodities with a limited supply.200 Accordingly, like its counterpart closed captioning, descriptive narration is plagued with logistical issues, making it difficult to implement in theaters.
IV. SUGGESTED ACTION
The question remains: should theater owners be required to install and provide equipment to fully accommodate its hearing and visually impaired customers under the Americans with Disabilities Act (“ADA”)? Theater owners should not have to fully accommodate their hearing and visually impaired customers under the ADA. Full compliance, as previously demonstrated, would come at a prohibitive cost.201 It would result in a misuse of the ADA because it would fail to balance both the interests of disabled Americans and the interests of those providing entertainment facilities to the public. It is time for courts to end the recent trend tilting the balance in favor of the disabled by imposing prohibitive burdens on private enterprise. To that end, there are three paths of action that would serve to strike a compromise between both interests: limited compliance, postponement, and shared obligation.
A. Limited Compliance
The website for the National Association of the Deaf lists a variety of issues that disabled Americans face today, one of which is technology.202 Movie captioning is one such issue, about which the Association states,
People who are deaf or hard of hearing want to be able to attend any showing of any movie in any theater at any time, to sit anywhere in the movie theater with their family and friends, and to have equal access to the movie soundtrack through high quality captioning that is consistently reliable.203
Although ideal, this statement is highly impractical because, as demonstrated, this would come at an incredible cost to theater owners.204 Courts should not force this unrealistic expectation on theater owners. A limited number of showings and a limited amount of equipment should be sufficient to serve a limited population. Theater owners should not have to purchase an excessive amount of equipment to avoid a lawsuit alleging a violation of the ADA whenever the theater cannot serve a single disabled patron. As the Court in Cornilles v. Regal Entertainment, Inc. elucidated, “there is no evidence that . . . non-disabled customers have the ability to request that certain movies be played in the theaters.”205 Consequently, disabled customers should not be able to dictate the terms of their movie watching.
Theaters should be able to implement a system that efficiently exploits a limited amount of equipment while making movie theater visits as convenient as possible for their disabled patrons. For example, this could be achieved by calling in or purchasing a ticket that indicates a closed captioning or descriptive narration device will be required for the disabled patron’s use. If the limited amount of ADA-compliant equipment runs out, the disabled patron will be informed and can then pick a future showing. Ultimately, theaters should not be in relentless fear of a lawsuit solely because they are unable to guarantee the constant accessibility of equipment for its disabled patrons. A limited, but standard amount of equipment should be decided upon, and theaters should be confident that by meeting that number, they are fully compliant.
Theaters should also have less stringent compliance requirements based on their geographic locations. For instance, rural areas are less populous than urban areas and the smaller population has a corresponding decrease in the number of disabled individuals. Therefore, it would be unfair for courts to place the same standards for accommodation on rural theater locations as they do on urban theater locations. Requiring theater owners to make costly improvements for very few people would be an unfair burden to place on private enterprise. Additionally, placing a lighter burden on rural theater locations would enable theater owners to funnel their money to their urban locations, where their equipment for disabled individuals will have a greater impact by serving a greater portion of the disabled population.
B. Postponement
Regardless of compromises and agreements reached by theaters and their disabled customers, providing equipment to accommodate hearing and visually impaired customers should be postponed for three particular reasons. First, as previously mentioned, the majority of screens in the United States are not digital.206 Predictions for when all screens in the United States will become digital range anywhere from three to ten years.207 Since the technology to run closed captioning and descriptive narration on film screens does not exist,208 and it is very expensive to convert a film screen to a digital screen,209 postponement seems sensible. Because it would be less burdensome for theater owners to provide auxiliary aids to their disabled customers without first having to pay for an expensive digital conversion, a better balancing under the ADA would take place once the huge financial hurdle of conversion has taken place.
Secondly, standards for assistive devices have not yet been promulgated for the industry,210 and devices are still unreliable and in development.211 Ultra Stereo Labs, a producer of IR emitter devices, states on its website that standards have not yet been developed.212 The website uses the term “draft” standards, indicating that while the Society of Motion Picture and Television Engineers is currently working on standards, they are not yet complete.213 Until such standards are developed, theater owners should not be required to invest in technology that may become outdated or even unusable should the devices not comply with the particular industry standards that are ultimately set.
Lastly, it is unrealistic to burden theater owners at this time with a requirement to make their theaters compliant with imperfect and still developing technology.214 As the Cornilles court posited, “is something better just around the corner?”215 Closed captioning systems are relatively new products—Doremi Cinema’s CaptiView system was only introduced in April 2010.216 Until technology catches up with the goals of disabled advocacy groups, theater owners should be given a respite from these unrealistic demands.
C. Shared Obligation
There are limits on a public accommodation’s obligations to provide auxiliary aids and services.217 Even though the ADA requires public accommodations to provide auxiliary aids and services, “it does not require a public accommodation to supply individually prescribed devices for persons with disabilities.”218 For example, a public accommodation would not be required to provide a disabled individual with a wheelchair.219 However, ramps to allow a disabled individual to access the public accommodation with ease would be required.
While theater owners may be required to provide access to the movie theaters, in applying the concept of limited obligation to closed captioning and narrative description in movie theaters, they should not be required to provide personal devices by which to view movies. For example, with regard to closed captioning, a theater may be required to provide either a Rear Window device on the back wall of its theater or an IR emitter device. However, it would be the responsibility of the patron to take advantage of this access by providing his or her own acrylic panel or infrared receiver. Likewise, regarding descriptive narration, patrons would be responsible for providing their own headphones, while the theater would be obligated to broadcast descriptive narration for the patrons to access. Another solution might be for theaters to offer such devices for a small fee, one that would essentially only cover the purchase of new devices and their upkeep.
It is also possible that the government would be willing to share this obligation. In the recent Twenty-First Century Communications and Video Accessibility Act of 2010, President Obama signed a bill into law that, in his words,
make[s] it easier for people who are deaf, blind, or live with visual impairment to do what many of us take for granted—from navigating a TV or DVD menu to sending an email on a smart phone. It sets new standards so that Americans with disabilities can take advantage of the technology our economy depends on.220
A provision of the Act grants authority to the FCC to set up programs that “distribute specialized equipment used to make telecommunications and Internet-enabled communication services accessible to individuals who are deaf-blind. . . .”221 This support is capped at $10 million per year.222 However, this government program has a huge potential impact on the issue of closed captioning and descriptive narration in theaters. It shows that the United States government is amenable to subsidizing equipment for the disabled, and that consequently, similar programs could perhaps be set up to enable low-income disabled theater patrons to acquire their own auxiliary aids for viewing movies or to help theaters purchase equipment. Although contingent upon standards being developed for closed captioning and descriptive narration, disabled theater patrons could easily purchase equipment that would work in any theater across the United States. In this way, the costs of providing greater disabled theater access would be balanced between both parties.
V. CONCLUSION
The Americans with Disabilities Act’s (“ADA”) purpose of providing “a clear and comprehensive national mandate for the elimination of discrimination against individuals with disabilities”223 has unquestioned validity. However, in seeking to end discrimination against individuals, it is important not to merely redirect that discrimination elsewhere. Theater owners cannot be made to bear the undue burden of complete accommodation without greatly distorting and misusing the ADA.
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WIKILEAKS: BALANCING FIRST AMENDMENT RIGHTS WITH NATIONAL SECURITY
In July 2010, Private First Class Bradley Manning released thousands of classified documents with the help of WikiLeaks, a private website created to expose government and corporate corruption. During the months that followed, WikiLeaks disseminated several thousand additional classified documents, including the whereabouts of U.S. troops and diplomatic cables. Public concern grew over the rapid release of the documents into Internet space. Lawmakers and government officials questioned whether the release of such information would compromise national security and foreign relations and violate the Espionage Act of 1917. While not all of the information distributed by WikiLeaks violated the law, the vast majority of the documents should not have been released. If asked, the Supreme Court should hold that WikiLeaks did violate the Espionage Act, and should be held accountable. Furthermore, lawmakers should change the existing laws to conform to modern times by including sections regarding the dissemination of classified information over the Internet.
I. INTRODUCTION
With the click of a mouse, it is now possible to access anything—a video of a friend across the country, a favorite recipe, or a street view of a city thousands of miles away. The Internet has created a realm of opportunities and access to an abundance of information that was unimaginable only two decades ago. For the most part, this information is incredibly beneficial—in an instant, people can easily keep in touch with their friends or find the nearest Starbucks––but few people imagined that the same click of a mouse could also allow a foreign enemy to instantaneously access classified national security information.
On July 25, 2010, this scenario became a reality when Private First Class Bradley Manning released thousands of classified documents through WikiLeaks,1 a website that encourages whistleblowers2 to share documents in order to expose government or corporate misconduct.3 This incident immediately garnered national attention and reignited an ongoing debate regarding the tension between the First Amendment4 and the Freedom of Information Act (“FOIA”)5 on the one hand, and the need for national security on the other.6
WikiLeaks, a website registered in Sweden and run by The Sunshine Press,7 leaks mass amounts of information regarding places where governments, corporations, and institutions are under intense scrutiny by the global community.8 Australian citizen Julian Assange founded the site in 2006 and is considered the website’s public face.9 While the site’s primary objective is “exposing oppressive regimes in Asia, the former Soviet Bloc, Sub-Saharan Africa and the Middle East,”10 it also encourages users from any region to provide documents for release.11 The site asserts that such exposure leads to “reduced corruption, better government[,] and stronger democracies.”12 Furthermore, WikiLeaks contends that by providing documents and information to the international community, it is furthering the principle “that it is not only the people of one country that [sic] keep their government honest, but also the people of other countries who are watching that government.”13
Scrutiny both by a country’s citizens and the international community is important, and at times necessary, to ensure a government is free of corruption; however, “[t]he unveiling of government secrets through the media channels has long been a controversial issue.”14 Now more than ever, websites such as WikiLeaks pose a significant threat to national security in the United States, predominantly because the general public can intentionally disseminate documents and information via the Internet within seconds. The First Amendment was established to ensure the freedom of the press and allow citizens to expose and criticize the government.15 Later, Congress created the FOIA, grounded in the underlying principle that people have the right to obtain information from their government. Accordingly, the FOIA requires the U.S. government and its agencies to release documents and information to the public.16 However, an appropriate balance must be struck, as it is equally important to withhold classified documents and information when disclosure could compromise national security.17
Such concern for national security has led commentators and government organizations alike to propose the imposition of a prior restraint on classified information distributed by sites such as WikiLeaks.18 Jeh Charles Johnson, general counsel of the U.S. Department of Defense, wrote on behalf of the department, “[t]he department demands that nothing further be released by WikiLeaks, that all of the U.S. government classified documents that WikiLeaks has obtained be returned immediately, and that WikiLeaks remove and destroy all of these records from its databases.”19 The issue has not yet been brought before the U.S. Supreme Court; however, the Court has previously held that due to the longstanding essential role of free speech and press in the U.S. democracy, “‘[a]ny system of prior restraints of expression comes to this Court bearing a heavy presumption against its constitutional validity.’ . . . The Government ‘thus carries a heavy burden of showing justification for the imposition of such a restraint.’”20 With such a heavy burden weighing on the government, the military’s request to stop the dissemination of its classified documents may not prevail. Conversely, the contents of the leaks juxtaposed with the medium by which the documents were and will continue to be disseminated—that is, the Internet—presents new concerns that may allow the government to justify a prior restraint.
The mass leak of military documents and diplomatic cables highlights the problems with the release of classified information over the Internet. First, the document leaks pose threats to national security.21 While information regarding the general operations of American soldiers is important to facilitate public scrutiny and debate, tactical details chronicled in the Afghan War Diary 2004–2010 (“Afghan War Diary”)22 could provide enemies with too much information about soldiers, consequently endangering those soldiers’ lives.23 The leaked documents also included videos and other information detailing American war strategies in Afghanistan,24 which, if received by foreign enemies, might be life-threatening and could significantly hinder international war efforts against the Taliban and other terrorist organizations.25 As a result, the United States may be forced to alter war strategies or retreat entirely from various locations identified in the disclosed documents.26
Second, the speed at which the Internet allows documents to be dispersed creates additional problems. Posting such documents on the Internet, as opposed to printing them in traditional media sources such as newspapers, allows the classified information to be viewed rapidly around the world without the intermediation of “judgment” by seasoned journalists and editors.27 Once the documents are distributed to the virtual abyss, it is nearly impossible to track the identity of every Internet user who has accessed the information through the use of proxies and anonymizers.28 This means that when a current document is leaked, enemies can use the information immediately.29
The Internet also makes it is impossible to retract the posted documents in the case of a mistake or problem.30 WikiLeaks does not generally censor its document collection, as its goal is to have viewers analyze and determine the truth and significance of the documents for themselves.31 Because all documents are released,32 a document that might be borderline or outright top secret could be published on the website and spread around the world, and WikiLeaks would have no way of undoing the damage.
As the Internet continues to expand and more websites like WikiLeaks begin to disseminate classified information, the line becomes blurred as to what information is protected under the FOIA and First Amendment, and what information is illegal to distribute in the name of national security. The problem is exacerbated because WikiLeaks and its web servers may be outside the jurisdiction of American courts and executive agencies.33
This Comment examines the security risks created by the rapid dissemination of information over the Internet as well as the protection the First Amendment and the FOIA provide. Furthermore, this Comment will analyze the legal solutions to this vast and instantaneous international circulation. Part II provides a background and history of the publication of classified government documents through various media sources. Part III analyzes the problems with the application of the FOIA and the First Amendment in the Internet age. The arguments against limitations on the FOIA and First Amendment as a means of protecting civil liberties are then assessed and disputed. Part IV proposes several legal solutions the U.S. may implement to stop such distribution. Finally, Part V concludes with the next possible step toward stopping unlawful distribution of classified documents.
II. BACKGROUND
A. The Right to Information Granted by
the First Amendment and Freedom of Information Act
Courts have sought to define the scope of the First Amendment since the Constitution’s inception. There is no doubt the freedom was introduced as a means of abolishing the restrictions imposed by the English on freedoms of speech and the press.34 In fact, “[t]he Government’s power to censor the press was abolished so that the press would remain forever free to monitor the Government.”35 As such, the fundamental purpose of the First Amendment is to encourage “the free flow of ideas and opinions on matters of public interest and concern.”36 More specifically, “[i]n determining the extent of the constitutional protection, it has been generally, if not universally, considered that it is the chief purpose of the guaranty to prevent previous restraints on publication.”37 Honoring the framers’ intent, the Supreme Court tends to uphold First Amendment rights by frequently tipping the scales in favor of protecting speech and press.38 However, these rights are not absolute, and the government’s interest in protecting national security is also central to the survival of the United States, particularly in times of war.39
The creation of the Freedom of Information Act (“FOIA” or “Act”) in 1966 established another avenue to protect the people’s right to censure the government.40 The primary purpose of the FOIA, which generally provides for disclosure of agency records and information, is to open the administrative processes to the scrutiny of the press and general public.41 The FOIA was the first law to allow Americans access to the records of government agencies.42 The Act is necessary, as the Supreme Court has held that there is no First Amendment right to access such information.43 There have been several revisions since the Amendment’s enactment, most conspicuously in 1974 after the Watergate scandal.44 The scandal, which involved high-ranking government officials, including President Richard M. Nixon, led to a general distrust of the government and a demand by the people that the government adhere to the FOIA.45 The Privacy Act Amendments46 were added to the FOIA as a means of ensuring that the government produces documents to avoid incidents such as Watergate.47 Since then, many additional amendments have been included to guarantee the government agencies’ proper disclosure of documents and information.48
In addition to amendments aiding the enforcement of the Act, there have also been several exemptions limiting the FOIA. Currently, there are nine exemptions in place to ensure that under certain circumstances the government agencies are not required to release information and documents.49 Such exemptions include: (1) when an Executive Order has been issued to keep the information a secret “in the interest of national defense or foreign policy;”50 (2) “[information] related solely to the internal personnel rules and practices of an agency;”51 and (3) “geological and geophysical information and data, including maps.”52 These exemptions expressly call for the limited availability of information to be available to the public on various issues involving national security.53 Information released on WikiLeaks in connection with U.S. Army operations, especially those like the Afghan War Diary 2004–2010 (“Afghan War Diary”), may fall under one of the latter two exemptions. Because such limitations are explicitly defined in the law and have been analyzed and expanded in judicial opinions, there appears to be room to place a lawful limit, or simply enforce the current limit, on WikiLeaks’ continuous broad disclosure of potentially classified information.
B. Judicial and Legislative History of the Protection of National Security
Together, the First Amendment and the FOIA create a solid foundation for rights to access and publish a majority of the U.S. government’s information.54 Still, the Supreme Court in Schenck v. United States55 and Near v. Minnesota56 recognized that government has an interest in national security57 that necessarily places limits on the information accessible to the public. Congress codified this same interest by enacting the Espionage Act of 1917 (“Espionage Act”)58 and the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, also known as the U.S.A. P.A.T.R.I.O.T. Act of 2001 (“Patriot Act”).59
1. The Near Troop/Ship Exception.
Near v. Minnesota,60 an early landmark case for the First Amendment freedom of the press, established, in dicta, one of the most important limitations to the First Amendment.61 In that case, Near challenged a Minnesota statute which “provide[d] for the abatement, as a public nuisance, of a ‘malicious, scandalous and defamatory newspaper, magazine or other periodical.’”62 The Supreme Court held the Minnesota statute unconstitutional.63 The Court explained, “In the first place, the main purpose of such constitutional provisions is ‘to prevent all such [previous restraints] upon publications as had been practiced by other governments.’”64 Thus, the Constitution necessarily requires a heavy burden to show justification for the restraint,65 and any limitation on the freedom of the press must be subject to strict scrutiny.66
Despite ruling in favor of the press, the Court outlined an exception to the First Amendment’s protection in its discussion.67 In the midst of a lengthy argument against the Minnesota law, the Court provided that “the protection even as to previous restraint is not absolutely unlimited.”68 The Court expanded on this point by recognizing that the limitation shall only be recognized in “exceptional cases.”69 “Exceptional cases” specifically referred to the following:
“When a nation is at war many things that might be said in time of peace are such a hindrance to its effort that their utterance will not be endured so long as men fight and that no Court could regard them as protected by any constitutional right.” No one would question but that a government might prevent actual obstruction to its recruiting service or the publication of the sailing dates of transports or the number and location of troops.70
The Court thus clearly outlined an exception to the First Amendment during times of war71 by distinguishing war as a specific time when the First Amendment and its protections may be limited.72
The Court’s finding that specific details of military operations need not be published is relevant to the present case involving WikiLeaks.73 This constraint classifies a type of information not always protected by the First Amendment. Specifically, the exception sets apart military information as a specific category of speech or publication that is more likely to meet the strict scrutiny standard that governs content-based restrictions on the First Amendment.74 This exception is evidence of the Court’s firm interest in national security.
2. The Espionage Act.
The Espionage Act, passed into law shortly after the United States entered World War I,75 made it a crime to disclose or distribute information that would hinder the operations or success of U.S. military forces or, alternatively, abet the success of U.S. enemies.76 Though the Act had the support of President Woodrow Wilson, many people felt—even against the backdrop of fear of a worldwide German takeover—that such a law was unconstitutional.77 The law sparked an ongoing congressional debate over the boundaries of First Amendment rights when juxtaposed with national security.78 First, there were concerns that the statutory text was vague and could be construed too broadly, thereby granting too much power to both the Department of Justice and the War Department.79 Proponents of civil liberties were also apprehensive of the Act’s infringement on U.S. citizens’ First Amendment rights.80 Even though Schenck v. United States upheld the Act in 1919,81 several courts have since raised concerns about its constitutionality. The law has never been explicitly overturned, but it was examined and questioned in New York Times Co. v. United States82 and United States v. Progressive, Inc.83
Despite the contentious nature of the law, its “inartful language” was later transferred to the U.S. Code and remains current law.84 The Espionage Act is now codified in 18 U.S.C. § 793(d) and (e) and was the source of 18 U.S.C. § 794(a).85 Today, the law still calls for criminal punishment of individuals who violate the modern Espionage Act by a fine or up to ten years in prison.86 Subsections (d) and (e) provide that a person who possesses information regarding U.S. national defense that could injure the United States or promote the advantage of a foreign nation87 and who “willfully communicates, delivers, transmits or causes to be communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit or cause to be communicated, delivered, or transmitted the same to any person not entitled to receive it,”88 shall be deemed in violation of the law.89 The two subsections are distinct in that subsection (d) refers to individuals who possess the information lawfully,90 while subsection (e) refers to individuals who possess the information unlawfully.91
The modern Espionage Act remains a viable means of prosecuting individuals for the transmission of unlawful information, and the Supreme Court has not made any recent rulings regarding its constitutionality or application.92 Though the Court has not examined subsections (d) and (e) exclusively,93 the Act in its entirety has withstood numerous challenges for vagueness and overbreadth.94 This firm history indicates the law is “pertinent and instructive.”95
The criminal sanctions within the Espionage Act are important in preventing U.S. citizens, such as Private First Class Bradley Manning,96 and non-citizens, such as WikiLeaks founder Julian Assange, from distributing classified government information to various sources. However, these laws are in need of additional support to counter the rise of cyber-warfare.97 The punishments asserted in the Espionage Act, such as incarceration and fines, may be unable stop the spread of this information by entities masked as websites. Part IV of this Comment proposes additional solutions for combating such cyber-warfare and document leaks.
III. ANALYSIS
A. The “Near Troop/Ship Exception” Applies to WikiLeaks
Although WikiLeaks illuminates several modern problems with disclosing classified government documents through a media avenue, the limits on freedom of speech to benefit national security have been litigated before, and therefore the problem is not entirely without precedent.98 The dicta in the Near decision explicates that the First Amendment may be limited in times of war, particularly with regard to the publication of information concerning military operations.99 Though the Court ultimately held in favor of the press, this limitation left room for national security as a compelling government interest.100 There is no doubt the Court has been careful to implement the national security limitation on the First Amendment;101 however, the Near exception should apply to WikiLeaks’s dissemination of various documents from both the War in Afghanistan and the War in Iraq.102
First, it is presently a time of war.103 While the current “War on Terror” has not been formally declared by Congress, it caused the deployment of troops to Afghanistan and Iraq.104 Specifically, Congress authorized the War in Afghanistan despite a formal declaration of war.105 In addition, the Iraq War was authorized by Congress and the United Nations Security Council,106 and Congress passed legislation providing significant funds and troops to support the war effort.107 Although Congress rarely formally declares war,108 the president is nevertheless able to conduct a war without a formal declaration.109 Many modern conflicts, which have posed significant threats to the United States’ national security, have gone undeclared.110 Additionally, the government rarely declares formal war, since “war” is not a public-relations friendly term.111 For purposes of applying the Near exception, these “conflicts” are still extreme financial and military investments for the government, and it is thereby presumable that as investments, the United States’ interest in national security extends to undeclared wars.
Assuming it is presently a time of war, the Near analysis should be applied. As the Court in Near held, times of war are distinct from times of peace.112 The WikiLeaks controversy stemmed from a leak of documents regarding the War in Afghanistan.113 By its nature, wartime means clear and present dangers are more likely to exist.114 For example, the release of documents regarding an army base during a time of peace presents very little danger,115 whereas during a time of war the same information may provide the enemy an opportunity to endanger the lives of soldiers on the base.116 Moreover, in leaking extensive and detailed documents regarding the War in Afghanistan, WikiLeaks calls to mind the “hindrance” to the nation’s effort to which the dicta in Near117 alluded and which the Schenck decision described in detail.118 The Court’s unwavering distinction between times of war and times of peace is important in understanding how some of WikiLeaks’ posts may, in fact, be illegal.119
Though to classify the present state of affairs at a time of war is important in analyzing the effect of the leaked information, the WikiLeaks disclosures are mainly unlawful in their content. According to Near, although the First Amendment might protect the disclosure of specific details of military positioning, strategies, and tactics, the government may justify a prior restraint on the publication of such information if it satisfies strict scrutiny.120
All content-based restrictions of the First Amendment are subject to strict scrutiny,121 and the WikiLeaks disclosures are no exception. This heightened scrutiny aims to preserve the original intent of the First Amendment,122 protecting freedom of speech as a method to censure the government,123 thereby fostering democracy.124 To satisfy the strict scrutiny standard, the restriction or law must be: (1) justified by a compelling state interest; (2) narrowly tailored to achieve that interest; and (3) the least restrictive way of achieving that interest.125 A restriction on the WikiLeaks disclosures would meet this high standard of review.
First and foremost, the government has a compelling interest to restrict classified military information during a time of war.126 As mentioned previously, the Supreme Court has stated that the protection of troops and war strategies justifies a First Amendment limitation.127 In the present case, the Department of Defense and the Pentagon, as well as other government agencies and officials, notified WikiLeaks and other media sources that the release of classified documents regarding the wars in Afghanistan and Iraq endangers troops and exposes war strategies to enemies of the United States.128 The agencies and individuals have concurred that the release of U.S. soldiers’ names and locations may put troops at further risk.129 As the wars in Afghanistan and Iraq are ongoing, it is an inappropriate time to release information that may result in harm.
Conversely, there is general public concern that the current wars are unnecessary and resulted in the unwarranted loss of troops and taxpayer dollars.130 Individuals and organizations that support the release of such information via WikiLeaks and other similar media contend that the public deserves to know what is happening in Iraq and Afghanistan.131 There is no doubt the public deserves to know details of the war, and the Supreme Court has confirmed this notion.132 At some point, however, the information being dispersed to the public must be limited. For instance, the public should not know the names and locations of troops, facts that were leaked in the Afghan War Diary 2004─2010 (“Afghan War Diary”).133 The details disclosed provided the public with little information on the general war efforts and costs, the primary concern of opponents,134 but instead compromised soldiers’ lives and the U.S. war efforts.135 The government’s desires to protect U.S. troops and to end the wars quickly are compelling government interests.136 If and when a formal restriction is issued to stop WikiLeaks from disseminating classified U.S. military documents, the restriction must be narrowly tailored and must use the least restrictive means possible to maintain this compelling government interest.137
The Freedom of Information Act (“FOIA”) requires the disclosure of all government documents,138 including U.S. military documents.139 However, the FOIA has a specific exception for information concerning an agency’s operation and for Executive Orders regarding national security.140 Thus, the Near exception141 does not conflict with the FOIA’s mandate to disclose government documents.142 In releasing the documents provided by Private First Class Bradley Manning regarding the day-to-day account of the War created by military officials in the course of duty, WikiLeaks violated the Near Troop/Ship Exception.143
B. The Effect of WikiLeaks is More Detrimental than that of
the Pentagon Papers
1. Background of the Pentagon Papers Case
Arguably the most famous contest between national security considerations and the First Amendment occurred in 1971 with the release of the Pentagon Papers,144 the government’s classified, extensive study regarding the Vietnam War. The New York Times and the Washington Post sought to publish the study but the government attempted to have them enjoined from doing so.145 The Supreme Court overturned the injunction the District Court granted in the New York Times case,146 and refused to reverse a different District Court’s denial of an injunction in the Washington Post case.147 The Supreme Court held that the government did not meet the heavy burden required for the imposition of such a restraint.148 In stark contrast to its opinion in Schenck, in which the Court established that clear and present dangers justify a limitation on the freedom of speech and press,149 the Court in New York Times upheld the principles of the First Amendment despite the ongoing state of the Vietnam War.150
Invoking the First Amendment in its broadest capacity, several justices looked to the Framers’ intent to safeguard basic freedoms151 as well as the necessity for transparency in a democracy.152 Justice Black elaborated on the superiority of the First Amendment, generally finding the content of the documents to be immaterial.153 Justice Douglas, concurring with Justice Black, asserted that the First Amendment, specifically the liberty of the press, served as an important check on the government.154 Justices Stewart and White argued to the contrary that in areas of national defense, the President is given great deference to protect information as needed;155 however, both Justices agreed:
In the absence of the governmental checks and balances present in other areas of our national life, the only effective restraint upon executive policy and power in the areas of national defense and international affairs may lie in an enlightened citizenry—in an informed and critical public opinion which alone can here protect the values of democratic government. For this reason, it is perhaps here that a press that is alert, aware, and free most vitally serves the basic purpose of the First Amendment. For without an informed and free press there cannot be an enlightened people.156
Though the minority cited national security concerns, the Court largely upheld the notion that an informed citizenry is an essential check on executive power in foreign affairs.157
2. Distinctions Between the Current Wars and the Vietnam War
The Court in New York Times Co. v. United States accurately interpreted the First Amendment’s guarantees for the freedom of the press, even during a time of a war.158 Though there are many parallels, the documents posted on WikiLeaks are distinct from the Pentagon Papers for many reasons.159 First, the nature of the War in Afghanistan and the greater “War on Terror”160 is different from the Vietnam War. The U.S. entered into the Vietnam War, despite a military policy to fight only defensive wars, as part of a greater containment policy and to prevent communism from spreading to South Vietnam.161 The Vietnam War was mainly prompted by fear of the spread of communism.162 The War in Afghanistan, in contrast, was a direct response to the attacks by al-Qaeda on September 11, 2001,163 which occurred on U.S. soil and resulted in 2,996 casualties164—the majority of whom were civilians.165 The subsequent invasion of Afghanistan was a means of stopping terrorist threats and attacks throughout the world following the September 11, 2001 attacks.166 As evidenced by continuing attacks by groups such as al-Qaeda, the threats to the U.S. in the current “War on Terror” are legitimate, and there is not the same need to expose the details of the war.167 During the Vietnam War, U.S. citizens felt left in the dark while the government acted in an improper manner by concealing vast amounts of information from the American public.168 The Pentagon Papers169 allowed the nation to see exactly what was happening in Vietnam; they “revealed a ‘credibility gap’ between the Johnson administration’s public statements and its private actions.”170 Supporters argue that the recent WikiLeaks disclosures function as the Pentagon Papers did in the 1970s by exposing the U.S. government’s deception.171 As a result of modern technology, this is not the case.
Today, live broadcasts of American soldiers around the world, Facebook172 updates, video chats with soldiers abroad, and other media sources are able to show U.S. civilians what is actually happening in the “War on Terror.”173 These new media sources affect a heightened public awareness about the war, particularly in comparison to the Cold War and Vietnam War eras.174 Soldiers are now able to broadcast their experiences and frustrations from overseas without publishing thousands of documents.175 Additionally, figures about the war, including the total number of deaths and the amount of money spent, are readily available on the Internet.176 With such information readily accessible, the argument that the public is in the dark is less persuasive than in prior decades.
A further distinction between the “War on Terror” and the Vietnam War is if the U.S. government has been concealing current war information from the nation, the fact that the information was disseminated over the Internet may render the leaks far more detrimental than the publication of similar information by a newspaper.177 Depending on who is running the website, online content such as WikiLeaks may be irreversible.178 Even if a website is removed, the information may have already been downloaded or remain on a corporate server or may have been moved to a mirror website, thus allowing the content to continue spreading.179
3. The Content of the Leaks and the Pentagon Papers
Even assuming the medium of current leaks over the Internet is not substantially different from the print medium of newspapers, the content of WikiLeaks is nonetheless vastly different from the material in the Pentagon Papers.180 The Pentagon Papers “disclosed official secrets, such as the covert bombing of Laos and Cambodia, and outright lies, such as Lyndon Johnson’s plans to widen the war in 1964 despite an explicit campaign pledge to the contrary.”181 Conversely, the WikiLeaks documents have not revealed the same kind of hidden agenda from either the Bush or Obama Administration.182 It was clear that even though many people opposed President Bush’s decision to invade Iraq and Afghanistan, his agenda was to end terrorism.183 With this mission in mind, “the Afghan documents don’t specifically contradict official statements and administration policies, as the Pentagon Papers did.”184
Additionally, the leaks differ in that the Pentagon Papers painted a quite different picture from what news reports had been portraying;185 conversely, the WikiLeaks documents “are a loosely related collection of material covering nearly six years (early 2004 through late 2009) that leaves out important context,”186 thus adding very little to most Americans’ notions of the war.187 Since the documents include after-action summaries and details described in raw material without context,188 the leaks actually deceive the American public rather than shed light on a controversial situation. An argument may be made that the recent release of diplomatic cables by WikiLeaks illuminated how certain diplomats felt about other countries, but these statements were not new information.189 Since the start of the “War on Terror,” many countries have declared public opposition to the U.S. stance, and releasing the cables may embarrass or isolate important allies, stirring further controversy with foreign nations.190 Furthermore, the cables have exposed nations acting in contravention to their asserted positions on certain foreign policies, causing obvious tension between traditional allies.191 Even though the cables do not present the direct threats that the information in the Afghan War Diary and Iraq leaks contained, the release of such information may be detrimental to U.S. foreign relations.192 In the case of the Pentagon Papers, foreign relations were not at issue, and the goal was to expose U.S. deception rather than embarrass public officials. For these reasons, the Pentagon Papers and the WikiLeaks documents are fundamentally different.
4. Leakers Are Distinct from Classic Journalists
Journalists and “leakers” are also distinct from one another. A journalist takes time to research the facts of his or her article prior to publication.193 Moreover, when publishing a controversial document in a newspaper, there is usually time for the government to stop the document’s release, or at least halt its release temporarily as was true in the case of the Pentagon Papers.194 The newspaper publication process also allows one or more editors to evaluate prospective articles and controversial publications.195 Although the news media inherently supports First Amendment rights, the process is structured, deliberate and lawful.196 The New York Times remained consistent in its goal not to harm national security interests when it decided not to publish certain documents.197 Though it described the documents in some detail,198 it did not disclose the names and locations of soldiers, which is a primary issue in the present case against WikiLeaks.199 Perhaps this is an indication that such documents fall within the unlawful distribution of classified information and outside the protection of the First Amendment, as a reputable news source such as the New York Times would certainly want to publish notable documents about the war if they were truthful, honest, and controversial.
5. The WikiLeaks Documents Lack Proper Authenticity
As part of its goal of exposing various governments, WikiLeaks has amended its authentication process to allow the average person to legally post documents.200 WikiLeaks originally stated it would not authenticate sources, as the “best way to truly determine if a story is authentic, is not just our expertise, but to provide the full source document to the broader community—and particularly the community of interest around the document.”201 However, now WikiLeaks asserts that the site uses a detailed procedure along with skilled journalists to authenticate documents before they are released.202 The website currently states:
We use traditional investigative journalism techniques as well as more modern [technology-based] methods. Typically we will do a forensic analysis of the document, determine the cost of forgery, means, motive, opportunity, the claims of the apparent authoring organization, [sic] and answer a set of other detailed questions about the document. We may also seek external verification of the document . . . .203
It is unclear which of the two processes is the website’s true authentication policy; however, it is clear that the authentication process is conducted by WikiLeaks “journalists” and not by the agencies or corporations by which they are created.
Additionally, documents disseminated by WikiLeaks are never censored or scrutinized before posting.204 WikiLeaks’ goal in posting all documents as an effort to encourage the public to analyze primary sources is very different from the New York Times’ desire to publish an in-depth look at the Vietnam War via the Pentagon Papers. The publication of the Pentagon Papers was an effort to expose the war and was conducted in an objectively lawful manner as determined by the United States Supreme Court,205 whereas the posting of the Afghan War Diary on WikiLeaks is likely an illegal posting of a mixture of lawful and unlawful documents.206
In failing to authenticate or censor the documents properly,207 a naïve Internet user viewing the WikiLeaks documents may read false information about the war, assume it to be true, and begin to take action. The First Amendment was undoubtedly established to protect public criticism of the government and its actions;208 however, speaking falsely has not been constitutionally tolerated, particularly when it may lead to a clear and present danger.209 In this case, speaking out falsely against the war may upset military morale or lead to a general misunderstanding of the war. It could even lead the public to vote an alternative way on certain issues, such as federal spending, than it would otherwise be inclined to do if the true facts were illuminated. For all of these reasons, the WikiLeaks case should not be examined and analyzed in the same light as the Pentagon Papers, and a leak should be restricted from publication in part or in its entirety.
IV. POSSIBLE SOLUTIONS TO STOP VIOLATIONS BY
WEBSITES SUCH AS WIKILEAKS
Assuming the government is able to obtain an injunction to stop the disclosure of military documents, there are several problems in enjoining a site such as WikiLeaks. Primarily, WikiLeaks is run by the Swedish-based company PRQ, whose central server is in Stockholm, Sweden.210 Additionally, as a result of recent cyberattacks, the site is no longer registered under the .org domain and now instead has several mirror sites that are run by other domains such as .ch.211 Since the Swedish-based, Czech-domained website lies outside U.S. jurisdiction, WikiLeaks would have no incentive to follow an injunction even if one were issued.212 Consequently, the U.S. Supreme Court has no way of enforcing an injunction against the website to stop the dissemination of classified war documents.213 In order to stop such leaks, the government must turn to alternative solutions to enjoin the sites from mass distribution.
A. Legislative Solution: Revise the Espionage Act
A revision to the language of the Espionage Act of 1917 (“Espionage Act”)214 would be the most effective way to stop and/or punish leakers. While the Freedom of Information Act (“Act” or “FOIA”) could be revised to place extra limitations on what information should be provided to the public, its revision would not likely affect the dissemination of information over websites such as WikiLeaks.215 The Espionage Act is arguably the best way to prosecute leakers.216 If Julian Assange is delivered to U.S. authorities, it is thought that he would also be prosecuted under the Espionage Act.217 As discussed above, the Act holds distributors of information pertaining to national defense criminally liable for their actions.218 While this provision would allow for the prosecution of those who supplied the information to WikiLeaks, “prosecutors . . . have never successfully prosecuted recipients of leaked information for passing it on to others—an activity that can fall under the First Amendment’s strong protections of speech and press freedoms.”219 If a case cannot be made for Mr. Assange’s aid in extracting the documents, it will be nearly impossible to prosecute him under the Act.220 Therefore, the language must be changed to include distributors.
Senator Joseph Lieberman recently initiated a proposed change to the Espionage Act called the SHIELD Act (Securing Human Intelligence and Enforcing Lawful Dissemination Act).221 The goal of the Act is to “make it a crime for any person knowingly and willfully to disseminate, ‘in any manner prejudicial to the safety or interest of the United States,’ any classified information ‘concerning the human intelligence activities of the United States.’”222 While this change is the most effective way to prosecute classified document distributors such as Julian Assange, it is likely unconstitutional under the First Amendment.223 Banning the dissemination of any classified information would “risk too great a sacrifice of public deliberation.”224
However, Senator Lieberman’s proposed change to the Espionage Act, adding a clause indicating that such prosecution could only take place if there was a “clear and present danger,” may avoid this risk.225 This addition would use the Court’s language to limit the application of the law to times of war.226 A broader definition of “times of war,” as discussed above, would allow for the prosecution of individuals such as Mr. Assange without compromising First Amendment protection.227
Perhaps another option is only to prosecute the disseminator if the source is not disclosed. This alternative would deter people from exposing classified information because it would eliminate the anonymity of WikiLeaks. Additionally, codified language that would allow for the prosecution of distributors of unauthentic or diplomatic opinions would allow non-fact based opinions, such as the ones in the recent diplomatic cable leaks, to be banned on their face.228 These types of documents do not fall under information necessary to the public under the FOIA, and therefore are not necessary or relevant to one’s ability to effectively censure the government.229 These revisions would be an effective deterrent for third party distributors such as Mr. Assange, thus incentivizing individuals to seek government approval prior to disseminating classified information.230 Assuming this solution stops “leaks” from occurring in the first place, additional technical solutions, discussed below, would be necessary to remove the material.
B. Technical Solutions: Cyber-Warfare
An alternative to terminating WikiLeaks is through cyber-warfare.231 Using advanced hacking technology, the government would terminate the WikiLeaks site making its contents inaccessible.232 In fact, Marc Thiessen, a renowned author and a former member of White House Senior Staff,233 recently confirmed, “[t]he United States has the cyber capabilities to prevent WikiLeaks from disseminating those materials.”234 Furthermore, “[t]he Pentagon probably has the ability to launch distributed denial-of-service attacks against WikiLeaks’ public-facing servers.”235 Using this method, the government could stop future leaks by shutting down the website and removing any questionable content that currently exists within the domain name.236 Cyber-warfare effectively addresses the immediacy required to stop the instantaneous mass dissemination of information.
While efficient, the cyber-warfare solution poses problems with public perception.237 The government may move past this obstacle by hiring an unofficial third party individual to take down the website on its behalf,238 but this solution would come at a price to that individual—most likely, a prison sentence. Hence, while many see cyber-warfare as an optimal solution, it cannot operate without extreme distaste by many citizens and public organizations that view it as unacceptable censorship.
C. International Treaty
A diplomatic solution in the form of an international treaty, either on its own or concurrently with the prosecution of leakers under the Espionage Act, could stop the dissemination of classified government information from any country without permission. An international treaty may provide the collaborative effort necessary to prevent the leak of classified information by establishing an avenue to prosecute in international court leakers who operate out of other countries.239 The treaty could be under the supervision of the Internet Governance Forum (IGF).240 The IGF was mandated by the World Summit on the Information Society (“WSIS”),241 and adopted formally by the United Nations (“UN”) in 2006.242 The IGF’s purpose is to provide a forum for dialogue on Internet policy issues.243 At the 2009 meeting in Sharm El Sheikh, Egypt, participants in the Security, Openness and Privacy session discussed the need for more policies on Internet security.244 These specific policies have yet to be drafted or put in place by the IGF.245 At the most recent IGF summit in Vilnius, Lithuania, the European Union proposed an international treaty that identifies “12 ‘principles of internet governance.’”246 The proposed treaty encourages “cross-border co-operation between countries to identify and address security vulnerability and protect the network from possible cyber attacks or cyber terrorism.”247 While this particular proposal is the first step in establishing an international governance of the Internet, the treaty does little to stop sites such as WikiLeaks since its focus is primarily on stopping cyber-terrorists and hackers.248 For the treaty to effectively halt WikiLeaks, the treaty must address websites that post classified information and use language resembling the Espionage Act.
In theory, an international treaty is a viable means of preventing the dissemination of classified information. Nevertheless, there are several problems with its implementation and ability for success. First, there is no guarantee, and it is unlikely, that all countries will sign on to such a treaty. Even the U.S. may be wary of an Internet treaty as it could be seen as a means of limiting the First Amendment.249 However, assuming the U.S. did sign the treaty, it would not be useful without the support of all countries with Internet access signing the treaty, which is unlikely, and still there is no guarantee. Participation of all countries is essential; otherwise, the information may be disseminated over the Internet without consequence by a country not privy to the treaty.
Additionally, the process of drafting and implementing a treaty can be very lengthy. For instance, the IGF was founded in 2006 and yet there is only one proposed treaty regarding any type of Internet protection.250 Moreover, the IGF also has many different issues it must focus on, and security will not likely be the first topic it addresses.251 A treaty may be the best way to align international forces to solve the problem posed by WikiLeaks; however, its feasibility must be scrutinized carefully.
V. CONCLUSION
While a lawsuit enjoining the publication of classified documents in conjunction with an international treaty is an optimal solution to the problems WikiLeaks poses, these solutions lack the ultimate efficiency necessary for the Internet Age, particularly in light of the fact that mirror sites can be posted instantaneously.252 In order to permanently halt WikiLeaks and similar websites from disclosing classified documents, a combination of all three methods should be applied.
Changes in U.S. laws and the creation of an international treaty are excellent long-term goals. First, the Espionage Act of 1917,253 as expanded by a law such as the proposed SHIELD Act,254 will more effectively enable the prosecution of distributors of WikiLeaks and the hosts of mirror sites. However, as mirror sites arise under new domain names,255 the U.S. will ultimately need to use cyber-warfare if classified information continues to spread faster than the registries can remove it. Finally, an international treaty would make it easier to prosecute individuals such as Julian Assange for violating various laws. By combining these methods, lawmakers would achieve a balance to preserve civil liberties by restraining public information only when justified while also protecting national security interests.
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